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Legal Mumbo Jumbo
VDP Statements

e The material contained herein is based on Beta
interactions with this product.

— Functionality, operations, views, screen captures, and
all other features & functions described or contained
herein may differ in the GA release of the software.

 The views and opinions expressed herein are
those of the presenter & do not constitute or
reflect the views of VMware, Inc., it’s partners, or
associated entities, or the presenters employer.



What is VDP

VDP is a fast powerful backup tool for VM’s

Constructed using EMC’s Avamar backup
solution.

Provides deduplication across all VDP backups.

~ully integrated with the vSphere Web
nterface

End user file level recovery capabilities

Its included with vSphere 5.1 Essentials Plus
licensing & above



What VDP is not

VMware Data Recovery (VDR) rebranded.
A way to backup to tape.

Incompatible with your existing backup
solution.

Complicated
Agent based.
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What do we
need for VDP?

VMware vCenter Server 5.1
VMware ESX/ESXi 4.0, 4.0i, 4.1i, 5.0i, 5.1
The VDP Appliance

— Review the VDP documentation to determine the
correct size and quantity of VDP appliances you
need.

Best Practice: Is to use storage not associated
with the VM’s you are going to protect.



Setting up VDP

 We’ll navigate to our vCenter and under the
Actions drop down Deploy the VDP OVF

vmware* vSphere Web Client f @ Updated 2 QO | Administrato 011.local ~ | Help = Q Search
< wienter ~ X [ BetavCenterzwi2011local = Actions ~
@ J Getting Started | Summary Mo ___} Actions - BetavCenter2 w2011 Jocal = EI Recent Tasks o
g Mew Datacenter -
06 . 2
53 Mew Falder. 2 | All | Running Failed
i ¥d

Wihatls VCenter Seniers + " Create VFS datastore =
vCenter Server allows you to ms . . Q petTEEH B W01 el
raultiple ESXESY hosts and th 4g Assign License ke - : .
machines on them. Because th g + Compute disk patition informat
environments can grow very lan <& ASEion tag... Q )
Server provides useful rmanage hetaesxienvwl2011 local
like the alility to organize the e~ A3MS ’ v Rescan WMFS
rmachines into clusters with w3g Al veanter At )
and ¥Sphere HA. Multiple vCent vicenter AClons 4 Q betagsxienawl2011 Jocal
systems can be managed by the vSphere
Wieb Client so that their individual inventories YreRgstanal Haas
can he presented and managed under one Q hetaesxienwl2011 local 5
pane of glass”. fy Tasks = More Tasks

Any vGenter Server systems for which you 2 L
have privileges and that have heen registered
with the Lookup Serice, or added manuzlly * | # Work In Progress (m]
with the venter Registration Tool in the
Administration section, will appear in your
inventary to the left.

vCenter Server

Basic Tasks Explore Further
] Create a folder Learn more about folders
Create Datacenter Learn about datacenters

v Y plarms =
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Setting up VDP

We select the OVF for the VDP appliance.

Deploy OVF Template

Select source
Selectthe source location

1 Source

1h Review details Enter a URL to download and install the OWF package from the Internet, or browse ta a location accessible
from your camputer, such as a local hard drive, a network share, or a CDIOVD drive.
2 Destination
2a Select name and folder QURL
2h Select a resource - Z|
(=) Local file

Callsers\administrator WL201 1\DeskiopwSphereDataProtection-0.5TH.ova

2r Select storage

3 Readyto complete

»

[ maek J[ nex ][ Fnsn | cance
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Setting up VDP

* Review the EULA (this will look differently in
the GA release).

Deploy OWF Template (7) »
v T4 Seecsuure

v 1h Review details

The following Beta Software {include version numhber), it any, are provided under the terms ofthis Agreement.
Flease note that if certain Beta Software is designated as Highly Confidential Beta Software then the
additional confidentiality restrictions outlined in Section 4{b) of this Agreement will apply to that Beta Software.

2a Select name and folder 1)

2 Destination

Whitware vSphere (BROS11) - Highly Confidential Beta Software

b Selecta resource The Beta Software License keys issued by Whiware to Licensee under this Agreement: To be posted inthe
2c Select storage Licensee's Whtware store account registered to this Beta Software.

2d Customize template

3 Ready to complete

»

[ mack [ nea ][ foen | [ cancer ]




Deploy OVF Template

1 Source
1a Select source
1h Review details
1 Accept ELILAS
2 Destination

2h Selectaresource
2e Select storage

2d Setup networks

2e Customize template

3 Ready to complete

Select name and folder
Specify a name and location for the deployed template

Mame: |vDP4

Select a folder or datacenter

-

L Q Search

« () BetavCenter2.wi2011 lcal

The folder you select is where the entity will e
located, and will he used to apply permissions to
it.

The narme ofthe entity must be unigue within
eachvCenter Server Wil folder.

3

[ mack J[ mea ][ Foien | [ cancer ]
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Setting up VDP

Select the appropriate resources

Deploy OVF Template

1 Source
1a Select source
Th Review details
1c Accept ELILAS
2 Destination

2a Select name and folder

2c Select storage
2d Setup networks
Ze Customize termplate

3 Ready to complete

Select a resource
Selectwhere to run the deploved template

Select location to run the deploved template

-

L Q Search

|+ [l TestDC

Select a cluster, host, wApp, or resource pool in
which to run the deployed termplate

»

[ mack ][ mex J[ finen [ cancel ]
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Setting up VDP

Select the storage to house the Appliance.

Deploy OVF Template

1 Source Select storage

Select location to store the files for the deployed template
1a Select source

1h Review details

Select virtual disk format: | Thick Pravision Lazy Zeroed | b ]
1o Accept ELILAS

The following datastores are accessible fram the destination resource that you selected. Select the
2 Destination destination datastare for the virtual machine configuration files and all of the virtual disks.
2a Select name and falder Hame Capacity Provisioned

2h Selecta resource B Iocal_ESxiScreen 267.24 GB 40.895 GB
B MexzanBetahrray 409TB

Free
22630 GB
inTe 209.95 GB

45.06 GH 5469 GH
980.00 MB 1.82TH

24 Setup netwarks B Screenshots 9975 GB
. 3 SmallStorage 18278
2e Customize template

3 Ready to complete

[ Back J[ mex J[ Foen ][ cancel
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Setting up VDP

Connect the appliance to the appropriate

network.

Deploy OVF Template

1 Source
1a Select source
1h Review details
1o Accept ELILAS
2 Destination
23 Selectname and folder
2h Selecta resource

2c Select storage

2e Customize termplate

3 Ready to complete

Setup networks
Configure the networks the deploved template should use

Source Destination

Configuration

rnﬂanagememNelwork

e

IF protocal: IPvd IP allocation:

Source: Isolated Metwork - Description

The Izolated Metwark netwark

Destination: Management Network - Protocol settings

Mo configuration needed for this netwoark

Static - Manual €

[ Bask J[ mex ][ foen || cancel
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Setting up VDP

* Enter basic setup information for the
appliance.

Deploy OVF Template

1 Source Customize template

Customize the deployment properties of this software solution
1a Select source

1h Review details @ &l properties have valid values Shaw nest... Caollapse all...
1c Accept ELILAS 7 : :

+ Metworking Properies 4 settings
2 Destination

Default Gateway The default gateway address far this WM.
2a Selectname and folder 1000254
Ih Selecta resource —_—

The domain name serers for this ¥M (comma separated).
2c Select storage e ——

10.0.47.30
2d Setup networks )
Metwark 1 IP Address The IP address far this intetface.
10.044.74

3 Ready to complete '
MHetwork 1 Metmask The netmask or prefix for this interface.

265.255.0.0|

[ Back J[ mex ][ Fnsn ][ cancel
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Setting up VDP

* Confirm the settings.

Deploy OVF Template

1 Source
1a Select source
1h Review details
1o Accept ELILAS
2 Destination
2a Selectname and folder
2h Selecta resource
2e Select storage
2d Setup networks

Ze Customize template

3 Ready to complete

Ready to complete
Review your settings selections before finishing the wizard.

F file
0.8TB.ova

2.00GB
868.0 GB
wESphere Data Protection

Download size
Size on disk
Mame

Target Test Cluster
Datastare
Folder

Disk storage

SrmallStorage

TestDC

Thick Provision Lazy Zeroed
Metwork mapping |zolated Metwork to Management Metwark
Static - Manual, IPvd

Default Gateway = 10.0.0.254
DKS=10.047.30

Metwark 1 1P Address =10.0.44.74
Metwork 1 Metmask = 255.255.0.0

IF allacation
FPropeties

CillsersiadministratorWlL201 11\DesktopwSphereDataProtection-

[ Baek J[ vee |[ Fnien ][ cancel
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Setting up VDP

 Open a browser to the name of the appliance
at port 8543. (https://<appliance>:8543/vdp-
configure/)

vSphere Data Protection Configuration Utility




Setting up VDP

* Login to the appliance with:
— User: root
— Password: changeme
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Setting up VDP

Review the network settings.

arme Network settings
Enter the netwark and server infarmation far your YDP appliance.
=» Metwork settings

Hetwork Heading

IPvd Static address: |1D.D.44.?4

Netmask: | 255.265.0.0

Gateway: [10.0.0.254

Primary DNS: [10.0.47.30

Secondary DMNS: |

Hostname: |vdp4

Diomain: |w|2l311.local
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Setting up VDP

Set the time zone for the appliance.

Timezone
Choose the timezone for vour YOF appliance.

AmericaiCayman
AmericaiChicago
America/Chihuahua
AmericafCosta_Rica
AmericalCuracan
America/Danmarkshavn

AmericalDawson_Creek

America/Dawson
AmericaiDenver
AmericalDetroit

America/Dominica

AmericalEdmonton
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VDP credentials

Enter a password for the WDP appliance.

Passwords must have:
(£) Mine characters

@ One upper case letter
@ One lower case letter
() One number

@ MO special characters

= YDP credentials

Password: |“‘*“"‘"‘*‘*

Werify password: |*‘*‘““"*‘*

Help | Logout
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Setting up VDP

Enter credentials for the vCenter.

vCenter registration
|dentify the host name or IP address ofvour virtual center server. Also
provide a userharme and password for a user that has rights to register
ahjects with the wirtual center server.

Timezone

vCenter Username: |wl20111VDF'master

=% vCenter registration

wCenter passwiord: |""““"‘"‘*

wCenter hostname: | BetavCenter2. wi2011.local

wCenter port: | 443

S50 hosthame: | BetavCenter2 wi2011.local

580 port | 7444
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Setting up VDP

Reboot the Appliance.

wWelcome Ready to complete

ety 5 Finished!
Flease rehoot system to apply changes.

Timezane

WOP credentials

=» Readyto complete
Configuration completed. You may close this
screen and reboot your appliance.

Help | Logout
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Setting up VDP

 And now we wait ~ 30 minutes while it sets
up.
 That’s it. We are ready to use VDP
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VDP Caveats

* DNS resolution must be working correctly.

 The appliances password must be 9 characters
long.

* Best Practice: Storage should be different from
where your production VM’s are stored.



Backups with VDP“"=4A4¢;

 We’ll connect to our VDP appliance in the
vSphere Web Client.

vmware* vSphere Web Client f @ O | Administr 011docal = | Help = |

Histary vSphere Data Protection

£} Horne ¥YDP ~ [£] Recent Tasks

1 wCenter ‘ 2l | Running Failed
LE Rules and Profiles  Initiate guest 05 shutdown
() wizenter Orchestrator Welcome to vSphere Dala Protection &1 sheldon

To manage avSphere Data Protection appliance,
. pleage select one frorm the drop down box and click
Administration the ‘Connect buttan

To deploy a new instance of a vSphere Data
— Frotection appliance, please select File = Deploy
|5 Loy Browser OWF Termplate...

[T Events

4/ Tags YD appliance: | YOP4 [~ ] [ connect |

[Z] Tasks

My Tagks More Tagks

), Mew Search Status: Mot connected ~ | # Work In Progress (m]

H Saved Searches

- {3 Alarms m|

LA | Mew (1) Acknowl..

Ay NexsanBetadmay
Datastore usage on disk
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Backups with VDP A

* Click the New button to create a backup

vmware® vSphere Web Client #& & Adrn o 1ioeal ~ 1 Hep ~ | (CEEEE

Histary > vSphere Data Protection
(4 Horne VDP5 (10.0.44.71) Switeh Appliance: | vdp3 |~] B @ Aiactions @ |+ ) RecentTasks

(3 veenter 5| Getting Started | Backup | Restore  Reports  Configuration | Al ‘ Running Failed

i Rules and Prafiles @ Refresh i Mew 2 &3 Backup Now

(J wCenter Orchestrator
Hame Statz LastStat Time  Duration Next Run Time Suseess

£ rdministration

[] Tasks
|5 Lag Browser
[T Events

& Tags My Tasks + More Tasks

Q Mew Search ~*  # Work In Progress
[H Zaved Searches

<

Backup Job Cetails

Marne: = {3 Marms

Status: | All (2) |New(2) Ackno...

Sources
A\ NexsanBetaAray

Qut of Date: Datastore usage on disk

¥ Sereenghiots
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Backups with VDP““<A(; 7

 We'll follow the bouncing ball to configure a
backup.

Create a ne!

Create a new backup job

v

1 \irtua|
2 Sche
3 Reten
4 Name)

5 Ready

+ 1 Virtual Machines

v
3 Retention Policy
4 Hame

5 Ready to Complete

Create a new Create a new hackup job )
+ 1 Virtual v 1 Virtual Machines Review the settings for this backup job. Click Finish to accept these settings, or click Back to make changes.
+ 2 Sched v 2 Schedule
. i Hame: Backup by WWhi
¥ 3 EE 3 Ry Selected ltems: BetavCenter
+ ENENEE v 4 Hame Sheldan

LRGN 5 Readyto Complete

Backup schedule: Dhaily
Retention Policy:  for 60 day(s)

1, This operation can take several minutes.

[ Back H H Finish H Cancel l
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Backups with VDP““<4A(;

e To start a backup we’ll click the Backup Now
button

EivSphere Web

ien

dows Internet Explorer

@‘\:: w [ & htps: lacalhost:0443)vsphere-dient#extensionids O 7 || certficate errar| [+ % @ vSphere Web Client x

There are vCenter Serverinstances with expiring license keys inyour inventory. Details... (]

vmware* vSphere Web Client # & U | Admins Help ~ |

History X vSphere Data Protection

4} Home VDP5 (10.0.44.71) Switch Appliance: | vdp3 B G- Aladions @ Recent Tasks

@vcenter Getting Started ‘ Backup | Restore Reports Configuration

‘ All | Running Failed
555 Rules and Profiles & Refresh i@ Mew g Edit @ Delete 83 Enable/Disable  [» Backup Now
() wCenter Orchestrator

Name State Last Start Time Duration Hext Run Time Success

Backup My ¥ Enabled MNewer Mever 08/24/2012 08:00 0

&% Administration

2] Tasks
|&) Log Browser

[T Events

< Tags ity Tasks =

Maore Tasks

@, Mew Search

~  # \Nork In Progress [m]
E Saved Gearches AR RS

Fl

Backup Job Details

MName Backup My Whi
= 3 Mlarms e
Status: Enabled e

Sources; ‘ Al (2 ‘New(z) Ackno..
Out of Date:

© sorzenshots

Datastore usage on disk
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Scheduling VDP
Backups

* Note: Backups occur at the end of the
maintenance window or when run
administratively with the Backup Now button.
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Whole
VM Restores VDP

* To restore a whole VM we can simply go to the
Restore tab. Expand the VM we wish to
recover and then click the Restore button.

vSphere Data Protection
VDP 4.3.4 2-29 (10.25.62.232) Switch Appliance: |VOF 4342 | - | [ {ch~ All Actions (@)

Getting Started Backup Restore Reports Configuration

2 Refresh %5 Restore G LockUnlock gy Delete {3} Clear all selections
Mame Last Known Path

> | & Ubunto /Datacenters/1DDM0.25.62.212/Ubunto

» [] (5 Vvista2 {Datacenters/DDM0.25.62.212\ista2

vy B 5 Vista /DatacentersIDDM0.25.62.212/Vista

T 030012012 01:51 PM (latest)
[ "y 02/29/2012 08:06 PM
[ "y 02/29/2012 04:31 PM
> [ | 51 VMware vCenter Server Appliance 5.1 - 2-8 iDatacentersADDM0.25 62 212NMware vCenter Server Appliance 5.
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File Level
Restores with VDP

* We launch the File Level Recovery (FLR) by
opening a web browser and pointing it to our
VDP appliance.

— We can then select the backup we wish to restore
from and the file we wish to restore.

* Note that the File Level Restore is performed
from the VM where the backup was taken.



Reports from VDP

* VDP reports can be seen through the vSphere

Web Client.

vSphere Data Protection
vm-vchcli-0468-1P234-Buzz30-2-16 (10.6.245.234)

Getting Started Backup Restore Reports Configuration

2 Refresh
Appliance Status:  Mormal

Used Capacity.  0.00%
éﬁ Integrity Check Status:  Mormal
Recent Successful Backups: 0
Recent Failed Backups: 0

Win7_SCSI_x64 Ver8_esxi poweredOff
16

vm-vcbeli-0464-1P230- poweredOn
Buzz18

vm-vcbcli-0467-IP233- poweredOn
Buzz18

2GB_WinXP_esxi16-1 poweredOff
Details
VM Information

Mame: Win7_SCSI_x64_Ver8_esxi16
Guest O5:

Host  ga-esxi-16.asllab.emc.com

Ip Address:

Never

MNever

Never

Never

Last Backup Job
Status:

Date:  Mever

Backup Job:

Switch Appliance: ] {oh- AllActions (@)
b~

Event Console

Task Console

Mewver
Mewver
Mever

Mever
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Reports from VDP “==Y4¢,

* VDP also has the ability to email reports daily
with the status of backup jobs.

From: ® Tony Foster Sent: Sun 4/15/2012 5:01 AM
To: B Tony Foster
Cc
Subject: vsphere Data Protection Summary Report for vSphere Data Protection 1TBE
s i)
vSphere Data Protection 1TB - (10.0.44.70) N
Report Date: April 15, 2012 - 05:00
Last Report Date: April 13, 2012 - 05:00
Appliance Status: Mormal
Byte Capacity: 997.89 GiB
Bytes Free: 937.89 GIB
Used Capacity: 0.39% =
Bytes Protected: 0 GiB
Bytes Deduped: 0 GiB
Integrity Check Status: MNormal
Recent Successful Backups: 0
Recent Failed Backups: 2

Backup Jobs Summary

Backup Job: Dirty Test

Backup Sources: BetavCenter3

Last Start Time: April 13, 2012 - 20:00

MNext Run Time: April 15, 2012 - 20:00

Last Successful Backups: @wonder_nerd #VDP #Redacted
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Protecting VDP

* Checkpointing allows for protection of the
Appliance its self.

Canfiguration | Raollback | Lparade

The wSphere Data Protection system provides a mechanism to roll back the repository of backups on the appliance to a known
and valid state. Rolling back to a check point ensures that the backups on or hefare the checkpoint date are valid; howewer, amy
hackups that occurred after the checkpaint date will no longer be available in the system.

Checkpaoint tag Date Walid

Cp.20120817 202256 08172012 03:22 P false
Cp.20120817211831 08172012 04:18 PR true

Rallback core semvices @ Camplete
Festore management services ™4 REunning
Canfirm YDP status @ Fending

Start ancillary senices @ Fending
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My Take on VDP

Great solution that provides enterprise level
protection.

Fast & Efficient

Reduces IT staff load by allowing users File
_evel Restore capabilities.

Simple to use.
And the best part is its free!l!



Reference Material
VDP

* Chad’s World Episode 7 -
http://www.emc.com/community/chads-

world/

* vSphere Data Protection Administration Guide
— http://www.vmware.com/ *

*Documentation links will be added at GA
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Quick Questions
about VDP

pO ELSGLE
ople making storage easy.

e Contact Information:

— Company Website: www.totalbackups.com

— Personal Website: www.wondernerd.net

— @wonder_nerd on Twitter
— Email: Tony.Foster@wondernerd.net
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